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On Thursday, May 23, 1996, the Cellular TeIeoommunicatio Industry Association
("CTIA") represented by Mr. Randall Coleman, VICe President of:Regulatory Policy and Law,
Ms. Andrea D. Wdliams, Assistant General Counsel, aRd AT& T WtreIess Services
represented by Mr. Doug Brandon, VICe Presicicft ofExtemal AfIBirs and Law met with
Ms. Suzanne ToYer, LepI Advisor to CommisIioMr bdaeIe Chong, to discuss ceHular &8114,
particularly ESN security and authentication. CTIA and AT&T WtreIess also discussed issues
raised in C2+ Petition for Reconsideration ofSection 22.919 ofthe Commission's rules.

At the meetings, CTIA and AT& T Wireless Services presented the attached
documents. Pursuant to Section 1.1206 ofthe Commission's Rules, an original and one
copy ofthis letter along with the attachments are being filed with your office. If you have
any questions concerning this submission, please contact the undersigned.
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Dear Ms. Farquhar:

Re: Revision of Part 22 of the Commission's
Rules Governing the Public Mobile Services
CC Docket No. 92-115

MtctIIIt F. Altschul
Vice President.
General Counsel
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202-785-0081 Telephone
202-785-0721 Fax
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Section 22.919 of the Rules establishes cellular
equipment design specifications which require, inter alia,
that cellular equipment's Electronic Serial Numbers (~ESNsH)

must be set at the equipment's manufacturing site, and must
not be alterable, transferable, removable, or otherwise able
to be manipulated by any party in the field. Report and
Order, 9 FCC Rcd at 6525, ~!54-63. The Commission declined
to make an exception to Rule 22.919 requested by some
Telecommunications Industry Association ("TIA") members
which would have allowed manufacturers' authorized agents to
transfer ESNs in normal repair activities, and also declined
CTIA's request to require that new cellular equipment comply
with industry authentication standards. In addition, the
Commission rejected C-Two-Plus Technologies' request for
allowing the "emulationH of ESNs for "extension" phones.

On August 2, 1994, the Commission adopted a Report and
Order in this proceeding implementing new Section 22.919 of
the Commission's Rules to address the problem of cellular
fraud. In the Matter of Revision of Part 22 of the
Commission's Rules Governing the Public Mobile Services,
Report and Order, CC Docket No. 92-115, 9 FCC Rcd. 6513
(1994) .

May 16, 1996

Ms. Michele Farquhar
Chief
Wireless Telecommunications Bureau
Federal Communications Commission
2025 M street, NW, Room 5002
Washington, DC 20554



After denying TIA's request for a stay of Rule 22.919
until resolution of its Petition for Reconsideration, the
Commission permitted the new rule to go into effect on
January 1, 1995. See Order, FCC 94-357, CC Docket No. 92
115, released January 10, 1995. Accordingly, both the
Commission and the industry have had more than sixteen
months of experience by which to measure the effectiveness
of Rule 22.919. Based on that experience, CTIA urges the
Commission to deny all of the pending petitions for
reconsideration of this rule, including CTIA's request
submitted February 2, 1995, in its Joint Reply and Comment
filed with TIA. Simply put, the industry's experience since
comments and reply comments were filed in January and
February of 1995 demonstrates that there is no need to
modify Rule 22.919, and therefore the Commission should
reject the pending petitions for reconsideration.

It is often said that the vision of hindsight is 20-20.
This proceeding affords a rare opportunity to take advantage
of the clarity of this vision. With respect to the request
for mandatory authentication set forth in TIA's Petition,
and supported by CTIA and others on the basis that the
Commission's failure to mandate authentication would delay
implementation of a proven method of attacking cellular
fraud, during the past sixteen months carriers and their
vendors have moved aggressively to deploy authentication so
that today authentication is a reality. The industry's need
for authentication to combat cloning was so great that no
government mandate was needed to make authentication happen.
Authentication exists today in New York City, and it will be
deployed in major markets throughout the United States by
the end of this year. Based on the cellular industry's
efforts and experience since comments were last filed in
this proceeding, CTIA is confident that no rule is needed to
make authentication available in all (or nearly all)
cellular markets.

Similarly, TIA anticipated that modifications to Rule
22.919 would be required to avoid an adverse affect on
manufacturers' repair and upgrade of cellular telephones in
the field. TIA also expressed concern that adoption of the
new rule would delay the introduction of new and improved
cellular phones. In its February 2, 1995, Joint Reply and
Comment, CTIA joined TIA in recommending a revision to Rule
22.919 to accommodate the manufacturers' concerns. However,
the industry has been complying with the new rule for almost
a year and a half, and none of these concerns have
materialized. With the benefit of hindsight, CTIA now
believes that no change to Rule 22.919 is required.
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Finally, CTIA continues to believe that the Commission
should flatly deny C-Two-Plus Technologies' request for
allowing the "emulation" of ESNs for "extension" phones.
Maintaining the integrity of the ESN is the cornerstone of
the industry's technical efforts to preventing cellular
fraud on today's analog cellular systems. The cellular
industry has invested years of effort (not to mention
millions of dollars) to develop and deploy three different
technologies to combat cloning fraud: RF fingerprinting,
velocity checking, and authentication. As AT&T Wireless
Services sets forth in its May 3, 1996, ex parte submission
in this docket, adoption of C-Two-Plus Technologies'
proposed revisions to the Part 22 rules would eliminate all
three of the industry's anti-fraud technologies, leaving the
cellular industry with no technical weapons against cloning.
This should be no surprise, since "emulation" is nothing
more than a semantic ploy to avoid the word "cloning", which
is the proper term to describe the conduct of duplicating a
cellular phone's MIN and ESN combination.

Since "emulation" is indistinguishable on a technical
basis from cloning, cellular carriers' ability to detect
"emulation" is identical to their ability to detect cloning.
Similarly, if the Commission were to adopt the C-Two-Plus
Technologies' proposal to authorize the use of "emulated"
cloned phones, carriers could not distinguish an "emulated"
cloned phone from any other type of cloned phone.

Moreover, the Commission also has the benefit of
hindsight with respect to this proposal. Since C-Two-Plus
asked the Commission to modify its rules to permit the use
of "emulated" cloned phones, a Federal District Court has
clarified that what C-Two-Plus refers to as "emulation"
falls squarely within the conduct prohibited by 18 U.S.C.
§1029 of the U.S. Criminal Code. See United States of
America vs. Don Billy Yates, Jr., Opinion and Order,
Criminal Action 95-72 (ED Ky, Dec. 13, 1995). CTIA is not
aware of any instance where the FCC rules authorize conduct
that is criminalized under Title 18 of the U.S. Code.

Ultimately, the Commission must confront the reality
that underlies both the technical and legal bases for
denying the C-Two-Plus proposal: first, the analogy to
landline telephone "extension" phones proffered by C-Two
Plus is bogus, and second, as described above, neither
technology nor law enforcement can distinguish an "emulated"
cloned phone from any other cloned cellular telephone.
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The analogy to landline "extension" phones is flawed in
numerous ways, but none so basic as the obvious fact that no
matter how many terminal devices a landline customer
installs on his premises to originate and terminate wired
telephone service, there will be one and only one
transmission path linking those devices to the telephone
company's end office. In other words, landline extension
phones do not afford telephone subscribers with multiple
network connections and access. In contrast, cellular
telephones are radios, and each cellular telephone can
independently and simultaneously access a cellular system
using different channels. In fact, unlike landline
extension phones, there is no way multiple cellular phones
simultaneously can access a single transmission path to the
switch. While C-Two-Plus proposes to restrict the use of
cellular "extension" phones to only one at a time, such a
restriction is meaningless and unenforceable since the
multiple phones (and their users) sharing the same ESN/MIN
will be unable to detect if a clone is in use at the same
time. This example offers yet another illustration of why
the analogy to landline extension phones must fail.

For all of these reasons, CTIA does not support any
change in Section 22.919, and urges the Commission to deny
each of the pending petitions for reconsideration of this
crucial provision of the Commission's cellular rules.

Sincerely,

Michael Altschul

Attachment
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.uttered eoonomic IOIMI from the rev.nue torlone due to the UII of oloned ~bler
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OIIlul1r ....hone 10 dIIc the BSH and MIN comblDadon I. lcIenticalllD a loald- CUItDaIer', :

!



DEC 14 '95 10:37 USSS LEXINGTON RA

account in order to obtain free teiephcma Ml"Ytce. By obtainiq a c10Mcl telephone. a ae.lJular
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....U,., y..' aervtee involved proviclial~ with an " ion phoM- 10 t!IIt tbty
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..GlUt fmm .. clOMd .lIwar 1eIepboae. y_ WII ...........,~ .. 1.lnd' for

.....U.. 11029.
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.......y bald tat teIephonI Bum not die plopeny 01 the om!. btat .. i...a a
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0;.'. 1 ' ndlllft__ to ......mulricadoM wv_ for the ,.,... of
dIfrucI\na the.mer. A~.. rtetiver it ciItlMG • a device .. to
i~t n.....' wn, oral or tio COIfttftUft..... n. peIIIky tor
vtoladna til.. new..ton i. 1I Cfor up co ftftIen ,.. and. fIM of •
... of tilt UO.OOO or the VINe obtat,.. by the offense. Houle~
H.lt. No. 103-12'11.

C1IIrly, y.... conduct involved eM ._ of III as.... ttIecolllrftUme.daal inslN~t ... to

obtain __ to telecommuni.... .... for tba pWpOlIe of defraudl. the carrier. 11

Monover, Y_' IlIUlMIlt that me celhalar Clltiet. are not dImIIed by UI8 of the ....ion

telephone i. 1I'rOJ*NI. By doni.. cell\&lar ..,~ to enable uan to have an extenIlon

phone. tbI cellular Clai... are defrauded of the ICtivation fee ud the monthly IIMet fee u.y .

cbIqe for .m cellular phone. ""1'1. Y_' motion to dismiss will be denied.

IlL CO!fCLtJIION

McoIdInIlY, the CoIart. beIfta ..ftIoteM1y Idvllld, hInby~DS that Y_' ....'

.. dllmlll [docket tatry 19] II DlNIBD.

01\ dill-4 !If Dluu...... 1••
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"Once you squeeze the tube, the toothpaste is out
forever."

- J. Ehrlichman

"For also knowledge itself is power."

- F. Bacon
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Agenda

+ Status and History of the Cellular Industry and
Cellular Fraud

+ Cellular Fraud Facts and Trends

+ Taxonomy of Fraud and of Counterfeit Telephones

+ Techniques and Tools to Combat Fraud

+ Introduction to Cryptology and "Challenge
Re.ponse" Authentication

+ Slideshow of Bandit Tools and Telephones

~ Demonstrations
AT&T Wireless Services
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Cellular Challenge-Re.ponse
"Authentication" Scheme

Okay Joe.
Pa••word o/.47A3801
is correct.

~"\I/

Electronic S.rial Number I \

Mobile Identification Number <

Dynamic ' ...word

Hello.
I'm Joe
U••r
Dynamic
' •••word:
%47A3IO!
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Basic Principles of Identification,
•

~ 7F!&il ~7Fitif\

Friend

~:amA

-~ I

Radar Display

~~

":::>-,...Foe
(Unknowns)

Interrogation - Coded "Challenge"
Transponder Reply - Coded "Response"
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Fundamental Definitions

+ Identification
- Precess whereby the cellular network recognizes a subscriber's

Identity over the radiopath
- Analogous to a computer UseriD

+ Authentication
- Process whereby the cellular network verifies the claimed identity

of a subscriber to protect the network against unauthorized use
(theft of service)

- Analogous to a password associated with the UserlD

- In the cellular environment, the password is "dynamic": changing
on every acc••s attempt
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Current Cellular "Identification"
Scheme

Accepted. A
"Joe User" exists.

Okay, Joe.~"\//

Electronic Serial Number
I \

Mobile Identification Number c

ccept me.

L
~
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Authentication ... A Closer Look
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Money Dispensing at ATM Machine
- Everyday Authentication
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History of Cryptography

+ Circa. 1100 B.C. - Birth of Cryptology
- Egyptians use hieroglyphic symbols to document history

+ 50 B.C.
- Julius Caesar writes to friend Cicero using the "Caesar

alphabet"

+ Middle Age.
- Geoffrey Chaucer uses symbol cipher in several works

+ L.te 1700's
- Thomas Jefferson - the Father of American Cryptography

develops "cypher wheet"
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History of Cryptography (cont'd)

+ Civil War Period
- Armies use "word transposition" cryptography to

protect military communications

• 1926
- Vernam develops concept of "one-time pad"

telegraph cipher

• World War II Period
- u.s. us.. H....in (Converter M-281) for military

communic.tions

• 1974
- IBM develops Data Encryption Standard (DES)

• 1985
- u.s. introduces authentication for cellular AT& T Wireless Services


